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Introduction

Cloud native applications are oftentimes deployed as container images in clusters managed by
automated schedulers like Kubernetes. These systems will create and destroy applications based
on the “health” of the application. Thus, cloud native applications need a way to communicate their
health to the outside world.

A containerised application deployed to the cloud will need to be able to answer the following ques-
tions from outside:

- Have you started?
« Areyou live?
« Are you ready to accept requests?

The MicroProfile Health specification provides the API constructs for adding machine-to-machine
health checks to applications so they can answer these questions. This specification is similar and
compatible with existing such specifications like the Kubernetes Liveness, Readiness and Startup
Probes. This guide takes a look at how to use the MicroProfile Health API in your Jakarta EE applica-
tions to create automated application health probe endpoints. This guide will walk you through the
Payara Server implementation of the MicroProfile Health API. By the end of this guide, you would
have learned how to integrate the Health API into Jakarta EE your applications to aid in running in
automated cluster management cloud environments.

What is MicroProfile?

MicroProfile is a community driven initiative, built on top of the Jakarta EE Core Profile, that is a
collection of abstract specs that form a complete solution to developing cloud native, Jakarta EE
microservices. The goal is to create a set of APIs that abstracts you from their implementations so
that you can create highly portable microservices across vendors.

The current release is version 6.0 which is a major release that includes MicroProfile Config 3.0,
MicroProfile Fault Tolerance 4.0, MicroProfile Health 4.0, MicroProfile Metrics 5.0, and MicroProfile
Rest Client 3.0. MicroProfile 6.0 is built on top of the Core Profile of Jakarta EE, a slimmed down
version of Jakarta EE “that contains a set of Jakarta EE Specifications targeting smaller runtimes suit-
able for microservices and ahead-of-time compilation.” The Core Profile of Jakarta EE was released
as part of Jakarta EE 10.
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As abstract specifications, the various implementations are free to implement the base specs and
add custom features on top. Payara Server is one of the popular implementations of the MicroProfile
spec and adds quite a number of custom features on top of the base specs. You can download a free
trial of Payara Enterprise here to follow along with the rest of the guide.

To get started with the MicroProfile API, you need to include it as a dependency in your project as
shown below.

org.eclipse.microprofile
microprofile
6.0
pom

provided

With the MicroProfile API dependency in place, you have access to all the APIs of the project. In our
case, the Payara Server will provide the implementation for us.


https://www.payara.fish/page/payara-enterprise-downloads
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MicroProfile Health - What Is It?

The MicroProfile Health API is an API that allows you to create endpoints that respond to three
simple questions about the health of the application -

1. Have you started?
2. Areyou alive?
3. Areyou ready to accept requests?

The objective of the Health API is to automate application response to third party queries with
regards to the above questions. A typical example of such a use case is when your application runs
in a Kubernetes managed cluster. The kubelet will send liveness and readiness probes to your appli-
cation in a container to check if it’s live and/or ready to accept requests.

Health vs Metrics API

If you have heard of the MicroProfile Metrics API you might be wondering what the difference is
between it and the Health API. The Metrics API helps you determine to what extent a given appli-
cation is working correctly, or wrongly. For example, you could have a method that returns the list of
countries on a given continent. The Metrics API helps you determine - in detail - how that method is
performing with metrics like how long it takes to execute, what the median runtime is among other
examples.

The Health API on the other hand, is designed primarily for machine to machine communication. It
helps your application answer automated queries from cluster management systems that need to
know whether your application is alive and ready to service requests. It lets your application give
binary answers of yes or no to automated probes in the form of UP or Down as shown in the image
below.

MicroProfile Health Check
API

Up / Healthy

Down
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MicroProfile Health API in Action

The MicroProfile Health API for you as a developer consists of three annotations (technically, Jakarta
CDI qualifiers), a HealthCheck interface, and a HealthCheckResponseBuilder for building
HealthCheckResponse objects. The annotations are

 @Readiness
o @Liveness
e @Startup

The @Readiness annotation is used to test for the readiness of your application to service requests.
The @Liveness is used to check if your application is up or down. @Startup is used for the creation
of custom startup health checks that can be used for some form of application specific verification
before the liveness probe takes over. This health check procedure, in a cloud environment will be
mapped to the startup Kubernetes probes. @Startup is suitable for situations where your application
depends on an external service. In such cases, you might want to ensure the external service is up
and running before your application is put into service.

In older versions of MicroProfile, there was @Helath annotation, which used to serve the purposes
served by both @Liveness and @Readiness now. This annotation is now removed, though you might
see it in old code out there.

You might be wondering what the technical differences are between the @Liveness and @Readiness
annotations. According to the Health Spec, the difference between them is only semantic. This means
the same health procedure can be annotated with both annotations.

To implement health checking in your application you:

« Implement the HealthCheck interface
» Override the call () method to return a HealthCheckResponse object
« Annotate the class with either @Readiness or @Liveness or both.
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@Liveness check

The image below shows our first implementation of a liveness health check.

@
@
public class LivenessHealthCheck implements HealthCheck ({

private String time;

@
private void () |
time = LocalDateTime. (ZoneOffset.UTC)
(DateTimeFormatter. (DATE TIME FORMAT)) ;
}
@
public HealthCheckResponse () {

return HealthCheckResponse
()

(“"Liveness check”)

()
(“status”, “ALIVE")

(“from”, time). s

The code snippet above shows a LivenessHealthChecker class that implements the HealthCheck
interface. This class is annotated @Liveness and @ApplicationScoped. MicroProfile Health is inte-
grated with the Jakarta CDI API so we can use the functionalities of CDI alongside Health. We declare
this class as an application scoped singleton. The CDI runtime will create a single instance of this
class the first time it is requested and only destroyed when the application shuts down.

The class declares a variable time of type String. It then declares a private void method init() in which
the value of variable time is set to the string representation of the LocalDateTime at the time this
method is invoked. The init() is annotated @PostConstruct to tell the Jakarta CDI runtime to auto-
matically invoke this method whenever this class is constructed and all fields have been initialised.
The goal of this method is to store the time this class is created to act as the time the application
went live. The call() method of the HealthCheck interface is then implemented. In this method we
use the HealthCheckResponseBuilder to build a HealthCheckResponse object.
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The two most important parts of the HealthCheck response object are the name and the up() method.
The name sets the name of this particular health procedure, and the up() method sets the state of
the HealthCheck response to UP meaning the application is live.

With our first health check in place, let us make an invocation to check on it.

"checks": [

{
"data": {
"from": "2020-03-13T15:38:26.232306",
"status": "ALIVE"
}s
"name": "Liveness check",
"status": "UP"

Line 1 of the above image makes an HTTP GET invocation to the endpoint http://localhost:8080/
health/live. This endpoint is the default resource for checking the liveness of a MicroProfile applica-
tion. Line 3 shows the start of the response returned from the server. It shows an HTTP status code
200, implying a “YES” to the question “Are you live?”
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Line 5 shows the content return of the response as JSON. You should note that in the invocation to the
resource endpoint on line 1, we did not explicitly specify the preferred response type. We got a JISON
in return because the Health spec requires implementations to return data in JSON. Line 9-21shows a
JSON object that contains an array of Heal thCheckResponse objects keyed to “checks.” Line 12-17
shows the HealthCheckResponse we constructed using the HealthCheckResponseBuilder.
Line 16 for instance, shows the name we assigned to the HealthCheckResponse object we cre-
ated - “Liveness check.”

Line 17 shows the status of the HealthCheck procedure as UP. This was set by our us when we invoked
the up () on when building the HealthCheckResponse object. Setting the HealthCheckResponse
state to up is also what set the HTTP status to 200 OK. Line 20 shows the overall status of the health
checker as UP.

In the sample code shown so far, we just returned a HealthCheckResponse object whose state
we manually set to UP. This will always cause an HTTP status 200 to be returned to any probing
consumer. Inyour own application however, you would probably run some logic to verify your appli-
cation is indeed up. An example could be making some invocation to a database and verifying the
result to ascertain that your application is truly live.

The next code snippet shows a situation where we return a HealthCheckResponse object with
status DOWN.

@
public HealthCheckResponse () |
return HealthCheckResponse
)
(“Liveness check”)
()
(“status”, “DOWN")

(“from”, time). s

The above code snippet shows a HealthCheck call() method implementation that returns a
HealthCheckResponse object whose state is set to DOWN with the invocation of the DOWN method
on the response object. A request to the resource method http:/localhost:8080/health/live shows
the following results.
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"checks":

{

"data": {
"from": "2020-03-13T17:28:31.891087",
"status": "DOWN"

}s

"name": "Liveness check",

"status": "DOWN"

"DOWN"

Line 1 of the above image shows a HTTP GET request to the health /health/live resource. This time
around, the HTTP response code returned is 503, Service Unavailable. Line 21 also shows the status
as DOWN. 503 is returned because we set the HealthCheckResponse object returned to a state
of DOWN. The Health runtime uses the state of the returned health check object to set the HTTP
code which will be used by automated cluster management systems like Kubernetes to decide
whether to discard a given node in a cluster or not.
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@Readiness check

The process of creating a readiness health procedure is identical to that of creating a liveness pro-
cedure as shown below.

@
@

public class ReadinessHealthChecker implements HealthCheck ({

private String time;

@
private void () |
time LocalDateTime. (ZoneOffset.UTC)
(DateTimeFormatter. (DATE TIME FORMAT)) ;
}
@
public HealthCheckResponse () {

return HealthCheckResponse

0

(“Readiness check”)

()
(“status”, “ALIVE”")

(“"from”, time). OF;

The above code snippet creates a ReadinessHealthChecker thatimplements the HealthCheck
interface. This class is identical to the LivenessHealthChecker in that they are both application
scoped singletons as declared. This class, however, is annotated with the @Readiness qualifier.

The class implements the call () method of the HealthCheck interface, returning a
HealthCheckResponse object constructed in its body. Except for the name and custom payload
of the response object, this health procedure is identical to our first @Liveness implementation. This
is because the only distinction between @Liveness and @Readiness is just semantic. However, in
practice they are both the same.

An invocation to http://localhost:8080/health/ready returns the following data.
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"checks":

{

"data": {
"from": "2020-03-13T18:01:39.219146",
Estatist N tREADY"

}_\

"name": "Readiness check",

"status": "UP"

Line 1 makes invocation to the /health/ready endpoint and the server returns an HTTP 200 code on
line 3. As you can see, the only difference between this response and that of the @Liveness health
check is in the endpoint that is invoked. @Readiness health check is hosted at the /health/ready
endpoint and @Liveness at the /health/live endpoint. The structure of the responses is identical.
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Just as we were able to have the Health runtime return a 503 error by setting the state of the
HealthCheckResponse object to DOWN, we can do the same for the readiness check. Again, in
your application, you will implement some kind of logic to determine the kind of response to return
in your HealthCheck implementations.

@Startup

@Startup is used to probe if an application has successfully started. This can be used to make sure
any external service the application depends on is up before the application is put into service. The
StartupHealthCheck class below shows an implementation of a startup health check, much similar
to that of liveness and readiness checks.

@
@
public class StartupHealthCheck implements HealthCheck({

private String time;

@
private void 0 |
time = LocalDateTime. (ZoneOffset.UTC)
(DateTimeFormatter. (DATE _TIME FORMAT)) ;
}
@
public HealthCheckResponse () |

return HealthCheckResponse

@)
(“Startup check”)

()
(“status”, “STARTED”)

(“from”, time). )

11
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Compose Health Checks

So far we have looked at the @Liveness and @Readiness health check annotations. However, you
can use both annotations on one HealthCheck implementation. In such a case, the same health
check will be used to service both a /health/ready and /health/live requests. The code below shows
a HealthCheck implementation for both live and readiness checks in one class.

@
@
@
public class CompositeHealthCheck implements HealthCheck ({

private String time;

@
private void () |
time = LocalDateTime. (ZoneOffset .UTC)
(DateTimeFormatter. (DATE TIME FORMAT)) ;
}
@
public HealthCheckResponse () {

return HealthCheckResponse
()
(“Composite Health Check”)
()
(“readinessStatus”, “READY”)
(“livenessStatus”, “LIVE”)
(“from”, time). ()

Class CompositeHealthCheckis annotated with @Liveness and @Readiness annotations. This class
implements the HealthCheck interface and overrides the call(), returning a HealthCheckResponse
object. Note that this HealthCheck implementation is identical to all that we have seen so far.

We can make HTTP GET requests to /health/ready and /health/live resources and the Health runt-
ime will use the same health procedure to service the request. For example, a @Readiness request
returns the following response.

12
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"checks": [
{
"data": {
"from": "2020-03-13T18:21:48.148427",
"livenessStatus": "LIVE",
"readinessStatus": "READY"

},

"name" : "Composite Health Check",
"status": "UP"

1] UP n

Line 1 makes the /health/ready request to our MicroProfile application. The response so far is iden-
tical to what we have seen so far. Line 3 shows an HTTP status code of 200 and line 21 shows the
status of UP for this health procedure. Now let us make a request to health/live.
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Line 1 of the above image shows a request to the /health/live endpoint. Similar to the previous
response, we get an HTTP 200 status code. However, the body of the response only shows the
mandatory status, in this case UP. This shows that when you use composite health checks, the
request for which the custom data added to the HealthCheckResponse object is returned is depend-
ent upon the implementation, because the specis silent on it. In this case, the Payara Server returns
the data for a /health/ready request and only the status for a /health/live request.
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Health Check Aggregation

So far you have seen different permutations of the use of the Health API. The question you may be
asking is what happens if you have different procedures for liveness and readiness checks? Such as

the code snippets below?

@

@
public class LivenessHealthCheck implements HealthCheck {

private String time;

@
private void init () {
time = LocalDateTime.now (ZoneOffset.UTC)
.format (DateTimeFormatter.ofPattern (DATE TIME FORMAT)) ;
}
@
public HealthCheckResponse call () {

return HealthCheckResponse
.builder ()
.name (“Liveness check”)
.up ()
.withData (“status”, “ALIVE”")

.withData (“from”, time) .build();

The above code shows our liveness check, as discussed in a previous section.

15
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@
@
public class ReadinessHealthChecker implements HealthCheck ({

private String time;

@
private void () {
time = LocalDateTime. (ZoneOffset.UTC)
(DateTimeFormatter. (DATE TIME FORMAT)) ;
}
@
public HealthCheckResponse () {

return HealthCheckResponse
()
(“Readiness check”)
()
(“status”, “ALIVE”")

(“from”, time). () :

The above code snippet shows a readiness health check procedure. This is the same code we dis-
cussed earlier. The only difference now is that we have a separate health procedure for liveness and
another for a readiness check. So how do you make one request to get a response from both health
procedures? Instead of making separate requests to /health/live and /health/ready?

To answer your questions, we make a HTTP GET to the base /health resource as shown below.

16
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"checks": [
{

"data": {
"from": "2020-03-14T06:40:04.085722",
etatust R HEADY "

ks

"name": "Readiness check",

"status": "UP"

"data": {
"from": "2020-03-14T06:40:04.081363",
"status": "ALIVE"
e
"name": "Liveness check",
"status": "UP"
}

I
"status": "UP"
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Line 1 of the above snippet shows a request to the /health base path. The result is a HTTP 200
status and an overall health status of UP as shown on line 32. The main point of note in the above
response is that the HealthCheckResponse objects of both health procedures have been aggregated
into 1 response. Line 17 shows the status of the readiness check as UP and line 25 shows that of the
liveness check as UP. These give an overall health status of UP. What do you think the overall status
would be if 1 of the health procedures had returned a status of down? Let us see a /health request
to our application when the readiness procedure returns a status of DOWN while the liveness status
returns a status of UP.

e hecksta]
{

"data": {
“from": "2020-03-14T06:51:09.778921",
"status": "ALIVE"

}s

"name": "Liveness check",

"status": "UP"

"data": {
“from": "2020-03-14T06:51:09.778365",
"status": "down"
I
"name": "Readiness check",
"status": "DOWN"
}

15
"status": "DOWN"




®
%VQK} Jakarta EE Application Health Check With MicroProfile Health

The above request to /health returns an HTTP status code of 503, with an overall health status of
DOWN on line 29. Line 26 shows the status of the readiness check as DOWN. In aggregation, the
Health runtime returned DOWN for the overall status. This shows that the overall status is only set
to UP when all the health procedures are healthy. Also note that the spec does not declare any spe-
cific order in which multiple health procedures are to be invoked. In our case, the readiness or the
liveness procedures can be invoked in any order by the runtime.

It makes sense to set the overall status to UP only when every health procedure returns UP because
the goal of the Health API is to enable machine to machine probing. The cluster management system
will use the result to make decisions. Imagine if the overall status in the above response had been
UP even though the readiness health procedure had it said it was not ready. This would result in the
cluster manager routing requests to our application when it had clearly stated that it was not ready
to service requests.

Health Check Resource Paths

All through this guide, you have seen requests to /health/ready, /health/live and /health. You might
have noted that the MicroProfile Health API endpoint is located on the root/base path of the server,
that is http://localhost:8080/health. Note that there is no context path after the domain (and port).
The MicroProfile Health runtime is hosted on the default “health” path at the base of the server.

What this implies is that you can have more than one application hosted on the server, each with
their separate health check procedure. This is why the name of the HealthCheckResponse object is
mandatory. In complex environments, the cluster manager can be configured to drill down to specific
health response objects for their status.

Health Check and Security

So far we have seen health checks to unsecured endpoints. The MicroProfile Health API can be con-
figured to be accessible only to authenticated clients. It can be further configured to allow access
to clients with specific roles as can be done with any Jakarta REST resource.

Health Check and CDI

So far we have seen the implementation of health procedures in individual classes. However, you can
also simplify health procedures by the use of the Jakarta CDI producer mechanism because health
procedures are CDI beans. Because the Health API is integrated with CDI, the runtime would use
your custom health producers to service requests. Let us rewrite our readiness, liveness and startup
health checks as Jakarta CDI beans through producers.

19
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@ApplicationScoped

public class ApplicationHealthChecker ({
CountDownLatch readinessCountdown = new CountDownLatch (2) ;
CountDownLatch startupCountdown = new CountDownLatch (5) ;
public static final String DATE TIME FORMAT = “yyyy-MM-dd HH:mm:ss”;
public static final String APP STATUS = “app-status”;
@Inject
@ConfigProperty(name = “free.memory.limit”)

Integer freeMemoryLimit;

@Produces
@Liveness

HealthCheck livenessCheck() {

String healthCheckName = “hello-jakarta-liveness-health-check”;

return () -> {
long totalMemory = Runtime.getRuntime () .totalMemory () ;
log.log(Level.INFO, () -> “Total memory --> “ + totalMemory)
long freeMemory = Runtime.getRuntime () .freeMemory () ;
log.log(Level.INFO, () -> “Free memory --> “ + freeMemory);
boolean adequateMemory = (((float) freeMemory / totalMemory) * 100)

> freeMemoryLimit;
return adequateMemory <
HealthCheckResponse
Jouilder ()
.name (healthCheckName)
.withData (APP_STATUS, “Jakarta EE app is Live”)
.withData (“date”, LocalDateTime.now (ZoneOffset.UTC)
.format (DateTimeFormatter.ofPattern (DATE TIME FORMAT)))
-up ()
.build ()
HealthCheckResponse
.named (healthCheckName)
.withData (APP_STATUS, “Jakarta EE app is NOT Live... Yet?”)
.withData (“date”, LocalDateTime.now (ZoneOffset.UTC)
.format (DateTimeFormatter.ofPattern (DATE TIME FORMAT)))
.down ()
.build() ;

20
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@Produces
@Readiness
HealthCheck readinessCheck () {
return () -> {
readinessCountdown.countbDown () ;
return readinessCountdown.getCount () == 0 2
HealthCheckResponse
.named (“jakarta-readiness”)
-up ()
.withData (APP_STATUS, “Jakarta EE app is Ready!”)
.withData (“date”, LocalDateTime.now (ZoneOffset.UTC)
.format(DateTimeFormatter.ofPattern(DATE_TIME_FORMAT)))

Jbuild ()
HealthCheckResponse
.named (“jakarta-readiness”)
.down ()
.withData (APP_STATUS, “Jakarta EE app is NOT Ready!”)
.withData (“date”, LocalDateTime.now (ZoneOffset.UTC)
.format (DateTimeFormatter.ofPattern (DATE TIME FORMAT)))

.build() ;

@Produces
@Startup
HealthCheck startupCheck () {
return () -> {
startupCountdown.countDown () ;
return startupCountdown.getCount () == 0 ?
HealthCheckResponse
.named (“jakarta-app-started”)
.up ()
.withData (APP_STATUS, “Jakarta EE app has started!”)
.withData (“date”, LocalDateTime.now (ZoneOffset.UTC)
.format (DateTimeFormatter.ofPattern (DATE TIME FORMAT)))

.build()

HealthCheckResponse
.named (“jakarta-app-startup-failed”)

.down ()
.withData (APP_STATUS, “Jakarta EE app startup failed!!”)

21
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(“date”, LocalDateTime. (ZoneOffset.UTC)
(DateTimeFormatter. (DATE TIME FORMAT)))

The ApplicationHealthChecker class is an @ApplicationScoped bean that has three methods, all
annotated with @jakarta.enterprise.inject.Produces.Produces annotation. This annotation marks
these methods as Jakarta CDI producers. Effectively the methods “produce” the Java type that they
return. These three methods are also annotated @Liveness, @Readiness and @Startup respectively.

For the first method, we conditionally check if the given machine memory is greater than a given
memory threshold. If it does, then the method returns a HealthCheck status of UP, otherwise it
returns a DOWN status. The freeMemoryLimit value is passed through the MicroProfile Config API.

The @Readiness and @Startup HealthChecks use java.util.concurrent.CountDownlLatch to countdown
to two and five, respectively, and then return an UP. If the methods are called before the countdown
completes, then the returned HealthCheckResponse object has a status of DOWN. Using Jakarta CDI,
we have greatly simplified the HealthCheck implementations and made them much more concise
and easy to read. Whichever construct you use is a matter of taste and personal style.

Payara Server allows you to customise the /health endpoint for health checks. It also allows you
to set whether health check endpoints are secured and which roles can access health checks. You
can set these options through the server admin interface or through the use of the Asadmin CLI
as shown below.

j=true|false]

=true|false]



https://docs.payara.fish/documentation/payara-micro/asadmin.html
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Summary

In this guide, we have looked at how you can use the MicroProfile Health API to enable your appli-
cation to respond to probes about its health. You started by taking a look at the difference between
the Health API and the Metrics API.

You then started by taking a look at implementing a @Readiness health procedure, followed by @
Liveness and @Startup procedure. You saw how you can combine all checks to create composite
health checks. You then learned to get a health check response for all health check procedures by
making a request to the /health endpoint. Then you learned how you can use the Jakarta CDI pro-
ducer mechanism to create compact health procedures. Finally you learned how you can customise
certain aspects of the MicroProfile Health API through the Payara Server.

Conclusion

The MicroProfile Health API is a powerful and easy to use API designed to help your applications be
able to respond to automated health probes in a cloud native deployment environment. Developing
cloud native enterprise Java applications requires that your application plays nicely with cluster
management systems like Kubernetes. The MicroProfile Health API helps achieve that objective.

With the Payara Server Platform fully implementing the latest MicroProfile and Jakarta EE speci-
fications, you are assured of a powerful platform on which to run your mission critical enterprise
Java workload.

Should you need further support or info about using or transitioning your enterprise Java workload
to the Payara Server Platform, please don’t hesitate to get in touch with us. You can always just say
hi to us. We would love to hear from you. You can also keep in touch with us on our social media
platforms - Twitter, YouTube, GitHub.

sales@payara.fish UK: +44 800 538 5490 www.payara.fish
Intl: +1 888 239 8941

Payara Services Ltd 2023 All Rights Reserved. Registered in England and Wales; Registration Number 09998946
Registered Office: Malvern Hills Science Park, Geraldine Road, Malvern, United Kingdom, WR14 3SZ
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